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IoT Protocol 

• IoT protocols enable it to exchange data in a 
structured and meaningful way.

• IoT protocols serves a platform that the IoT devices 
(gear uses) in order to communicate.
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802.11 – Wi-Fi 

• Wireless LAN; 

• 802.11 b/g/n

• 2.4GHz / 5GHz band 

• 1 Mbps to up to 6.75 Gbps data rate























UDP

• User Datagram Protocol 

• Connectionless and stateless protocol 

• Asynchronous protocol 









Constrained Application Protocol (CoAP)

• Freely available and usable for any IoT device

• Designed to address the needs of HTTP-based IoT systems

• CoAP relies on the User Datagram Protocol (UDP) for establishing 
secure communication between endpoints. 

• CoAP features Quality of Service (with acknowledgement mg)

• CoAP fully addresses the needs of an extremely light protocol in
order to meet the demands of battery-operated or low-energy
devices.

• CoAP is a good match for web service-based IoT systems.



Message Queuing Telemetry Transport (MQTT)

• Widely adopted standard in the Industrial Internet of Things (IIoT)

• MQTT’s architecture is simple and lightweight
publication/subscription type (pub/sub) messaging protocol

• Designed for battery-powered devices

• MQTT is based on subscriber, publisher and broker model

Features are :

•Minimum bandwidth use and  wireless networks

•Low energy consumption Good reliability 

•Little processing and memory resources



Extensible Messaging and Presence Protocol 
(XMPP)
• Developed by open source community

• IoT protocol for message-oriented middleware is based on the XML 
language

• Allows for real-time exchange of structured but extensible data 
between two or more network clients

• Draw Back:
• No Quality of Service 

• No end-to-end encryption.



Data-Distribution Service (DDS)

• Falls under publish-subscribe methodology.

• Designed by the Object Management Group (OMG)

• For real-time M2M communication enables 

• scalable, 
• Reliable
• high-performance and interoperable data exchange 

between connected devices independent of the 
hardware and the software platform



Application of DDS

• In Industrial Internet of Things deployments, such as

• air-traffic control, 
• smart grid management, 
• autonomous vehicles,
• transportation systems,
• robotics,
• power generation, 
• healthcare services.

Overall, DDS can be used for the management 

of data exchange between lightweight devices 

and interconnection of large, high-

performance sensor networks.



Advanced Message Queuing Protocol (AMQP)

• Open standard publish/subscribe type protocol

• Its roots in the financial services sector.

• features as 
• message orientation,

• queuing, 

• routing (including point-to-point and publish-and-subscribe), 

• reliability and security.

• AMQP can guarantee complete transactions



Limitation 

• Due to its heaviness, AMQP is not suitable:

• Sensor devices 

• with limited memory, 
• power 
• network bandwidth



IoT Communication Models



Request-Response communication model



Request-Response communication model

• Request-Response is a communication model in which the client 
sends requests to the server and the server responds to the requests

• When the server receives a request, it decides how to respond, 
fetches the data, retrieves resource representations, prepares the 
response, and then sends the response to the client.
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Publish-Subscribe communication model

• Publish-Subscribe is a communication model that involves publishers, 
brokers and consumers. 

• Publishers :
• Publishers are the source of data. 

• Publishers send the data to the topics which are managed by the broker. 

• Publishers are not aware of the consumers.

• Consumers subscribe to the topics which are managed by the broker. 
• When the broker receives data for a topic from the publisher, it 
sends the data to all the subscribed consumers



REST-based Communication APIs

• Representational State Transfer (REST) is a set of architectural 
principles by which you can design web services and web APIs.

• It focus on a system’s resources and how resource states are 
addressed and transferred. 

• REST APIs follow the request- response communication model.

• The REST architectural constraints apply to the components, 
connectors, and data elements, within a distributed hypermedia 
system





HTTP Socket
REST Payload 
(JSON/XML) 

Resources 
Database 



Push-Pull communication model

Courtesy: https://iotbyhvm.ooo/iot-communication-models/
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Push-Pull communication model

• Push-Pull is a communication model in which the data producers 
push the data to queues and the consumers pull the data from the 
queues. 

• Producers do not need to be aware of the consumers.

• Queues help in decoupling the messaging between the producers 
and consumers. 

• Queues also act as a buffer which helps in situations when there is a 
mismatch between the rate at which the producers push data and the 
rate at which the consumers pull data.



Exclusive Pair communication model

Courtesy: https://iotbyhvm.ooo/iot-communication-models/
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Exclusive Pair communication model

• Exclusive Pair is a bidirectional, fully duplex communication model 
that uses a persistent connection between the client and server.

• Once the connection is setup it remains open until the client sends a 
request to close the connection. 

• Client and server can send messages to each other after connection 
setup.



WebSocket-based Communication APIs



WebSocket-based Communication APIs

•WebSocket APIs allow bi- directional, full duplex
communication between clients and servers.

• WebSocket APIs follow the exclusive pair
communication model



WebSocket

WebSocket



IoT System

• Device

• Resource

• Controller Service

• Database

• Web service

• Analysis Component

• Application







IoT system



IOT Levels
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IOT @ businesses and society, 
IoT use cases and applications 

across industries



Applications of IoT

"The Ultimate Goal of IOT is to Automate Human Life."
2



Few Applications of IoT
Building and Home automation

Manufacturing

Oil and Gas Sector

Medical and Healthcare systems

Media

Environmental monitoring

Infrastructure management

Energy management

Transportation

Better quality of life for elderly

……..

You name it, and you will have it in IoT!
3

Smart 

Appliances

Healthcare

Wearable Tech
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IoT Case Study





Wearables 
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Smart city

• Smart city includes traffic management to water 
distribution, to waste management, urban security and 
environmental monitoring. 

• Many Smart City solutions have promised to alleviate real 
pains of people living in cities these days. 

• IoT solutions in the area of Smart City solve traffic 
congestion problems, reduce noise and pollution and help 
make cities safer.
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Smart grid
• Smart grid uses information about the behaviors of electricity 

suppliers and consumers in an automated fashion. 

• This technology helps in:

1. Deliver power more efficiently 
2. Improve operations 
3. Reduce emissions and management costs 
4. Restore power failures faster.





Smart Retail 
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Connected Health 
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21IoT helps you in LIFE LOGGING
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Connected Car 

• Applications can be separated into two categories: 

1. In vehicle applications

2. V2V (Vehicle to vehicle) applications





Smart Farming 



Sensors in even the holy cow!

In the world of IoT, even
the cows will be connected
and monitored.

Sensors are implanted in the
ears of cattle.

This allows farmers to
monitor cows’ health and
track their movements,
ensuring a healthier, more
plentiful supply of milk and
meat for people to
consume.

On average, each cow
generates about 200 MB of
information per year.
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Industrial Internet of Things IIoT













IoT Applications in Oil & Gas Industry (upstream)



IoT Applications in Oil & Gas Industry (midstream)



IoT Applications in Oil & Gas Industry (downstream)



There are countless opportunities for IoT
Oil & Gas Industry



TECHNOLOGICAL CHALLENGES OF IoT

At present IoT is faced with many challenges, such as:

 Scalability

 Technological Standardization

 Inter operability

 Discovery

 Software complexity

 Data volumes and interpretation

 Power Supply

 Interaction and short range communication

Wireless communication

 Fault tolerance
37



Verticals @ IOC

•Refineries

•Pipelines

•Marketing 

•Petrochemicals

• Natural Gas…



Scope 

• To balance the loss occurred due to NPT or Non-
Productive Time.
• IoT helps in connecting pipeline networks
• Leak detection equipment using Sensors
• Emergency / Planned shutdown 
• Managing various grades of crude 





GE PREDIX

Predix is General Electric's software platform for the collection and analysis 
of data from industrial machines.



CISCO IOT CLOUD 



IBM WATSON IOT



PTC® THINGWORX®
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• Idnetify the ppalication

• Devices 

• Simulate 
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